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1. B5FTFCharles, Help->SSL Proxying->Install Charles Root Certificate on a Mobile Device or
Remote Browser

Charles File Edit View Proxy Tools Window Help
[ ] Charles 4.6.1 - Session1*
Register Charles... w o /7 &

cture Sequence Overview Purchase License...

https://www.charlesproxy.com Name

B <unknown> URL
Status Local IP Address

About Java

https://mail.xiaomi.com
https://p41-caldav.icloud.com.cn Notes

https://gateway.icloud.com.cn Response Code
https://internal-api.f.mioffice.cn Rrotocol Check for Updates Install Charles Root Certificate

SSL Proxying Charles Root Certificate Help

https://xiaomi.f.mioffice.cn oL Visit Website Install Charles Root Certificate in iOS Simulators
https://docs-frontier.f.mioffice.cn Protocol

https://app.mokahr.com Session Resumed Yes
https://sf3-space-eecdn-tos.pstatp.com Cipher Suite TLS_AES_256_GCM_SHA384

Install Charles Root Certificate in Java VMs
Install Charles Root Certificate on a Mobile Device or Remote Browser

https://sf3-scmcdn2-tos. pstatp.com ALPN Save Charles Root Certificate...

https://sf1-scmcdn2-tos.pstatp.com Client Certificates
https://play.google.com Server Certificates -
https://addons-pa.clients6.google.com Extensions

https://mcs.f.mioffice.cn Method CONNECT
https://ssl.gstatic.com Kept Alive No
https://cds.apple.com Content-Type

https://ocsp2.apple.com Client Address 127.0.0.1:60315
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Export Charles Root Certificate and Private Key...
View Generated SSL Certificates Keystore Password

Reset Charles Root Certificate...
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https://www.charlesproxy.com/

127.0.0.1:60315
WWW.

Configure your device to use Charles as its HTTP proxy on 10.224.206.77:8888, then browse to

E & chls.pro/ssl to download and install the certificate.
2021 Note that on iOS 10 and later you must then go into Settings > General > About > Certificate Trust

Settings and enable the Charles certificate to be trusted.
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A connection attempt to Charles has been made from the host 10.224.210.72. You should only allow
access to Charles to trusted users. If you deny this attempt you will not be asked again for this host
address until you restart Charles. Access controls are maintained in the Access Control Settings in the
Proxy menu.

Allow ' Deny
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AA &L 4E — chls.pro e AA A% % — chls.pro &
Charles SSL CA Certificate installation Charles SSL CA Certificate installation
Your browser should dowiiload and offer to install the Charles SSL CA Certificate in just a moment. Your browser should download and offer to install the Charles SSL CA Certificate in just a moment.
If this doesn’t work, please check that your OS, or browser, is configured to use Charles as its proxy. If this doesn’t work, please check that your OS, or browser, is configured to use Charles as its proxy.
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1. TEOIEFHEIMacA i, FTHCharles, Help->SSL Proxying->Save Charles Root Certificate...

Charles File Tools  Window

Edit View Proxy

Structure
@ https://mail.xiaomi.com

4 <unknown>
@ htips://p41-caldav.icloud.com.cn
() https://xiaomi.f.mioffice.cn
e® https://gateway.icloud.com.cn
e https://internal-api.f.mioffice.cn
e https://ocsp2.apple.com
() https://tools.google.com

Sequence

Help

Register Charles...

) Purchase License...

About Java
Local IP Address

SSL Proxying

Check for Updates
Visit Website

Session Resumed
Cipher Suite

ALPN

Client Certificates
Server Certificates
Extensions

Method

Kept Alive
Content-Type
Client Address
Remote Address

Tags
Connection

2, SEIEH

CONNECT
No

127.0.0.1:52986
mail.xiaomi.com/10.237.8.100:443
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Charles 4.6.1 - Session 1*
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Charles Root Certificate Help

Install Charles Root Certificate

Install Charles Root Certificate in iOS Simulators

Install Charles Root Certificate in Java VMs

Install Charles Root Certificate on a Mobile Device or Remote Browser
Save Charles Root Certificate...

Export Charles Root Certificate and Private Key...
View Generated SSL Certificates Keystore Password

Reset Charles Root Certificate...
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//shopapi.io.mi.com Name Vaie
@ https://act.account.xiaomi.com —nonce nF
@ nhtps://api2. mina.mi.com 1BUfFy2zmx+8Qlx/gdcPy9+H9+7qUCLGDUObakgT vaQdUJCPNmoBO+CFdalzQimadwk8Sdeaulbe J5uitdridkECD T6PfQZDrDs7GzpPY51CKoazOy zsESZ
@ https://home.mi.com _hash__ AS4COKFaKmNIUFHXAivWRA1ThsgWyILhagvasHw:

//hd.mina.mi.com signature  X/FzscOYhTVLTNEOGh74SfaJzq8:

//account xiaomi.com

erprofile. mina.mi.com

apirifica Headers  Cookies  Text  Hex Raw
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@ https://graph.facebook.com
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https://api.io.mi.com/app

Structure Sequence Overview Summary Chart
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@ nttps://socket.mokahr.com e Mol

'E’ http://tp.hd.mi.com
‘é’ http://api.m.mi.com

Host https://api.io.mi.com
Path lapp/v2/
Notes SSL Proxying enabled for this host
Protocols HTTP/2.0
Requests 73

Completed 73

Incomplete 0

Failed

Blocked

DNS

Connects

TLS Handshakes

@ nitps://shopapi.io.mi.com
@ https://ios.bugly.qg.com
@ https://api.m.mi.com
@ https://tracking.miui.com
@ hitps://clients3.google.com
@ hitps://restapi.amap.com
@ https://ypsupport2.kefu.mi.com
Q https://a-hl.mi.com
e https://graph.facebook.com
@ hitps://api.io.mi.com
. il app Kept Alive

i stat Timing
iv2 Start 2021-05-1910:12:14

ﬁ P End 2021-05-19 10:17:23
i plugin Timespan 5m9s

i Fors Requests [ sec 0.24

n Drochict Duration 48.83 s

ﬁ Blemash DNS 440 ms

i user Connect 8.02s

= > TLS Handshake 15.77s
Latency 15.90 s
Speed 66.54 KB/s
Request Speed 48.92KB/s
Response Speed 767.86 KB/s

Size

E version
i device
ﬁ developer
> [l message
E service

B mipush
B device Requests 223.71 KB

B Responses 2.95 MB
Bl appgateway
Combined 3.17 MB

B miotspec
B ronis Compression 86.1%

B scene
B user
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& . o Name __Valie

_nonce  yi0Zz2GXF4KBnFdH

data  {"accessKey":"l0S00026747c5acafc2","backup_req":{"plugins":[{"model":"lumi.ctrl_86plug.aq1"},{*model":"lumi.light.cwopcn03"},{"model":"lumi.weather.v1"},{"model":"xiaomi. wifispeaker.s12"},{"model":"lumi.gateway.acn01"},{modp
signature oPZ2rPzL+zRplQaguRnVEWMJ1iYe7FT20al0QJJ1y50= ¥

@ htips://socket.mokahr.com
@ nttp://tp.hd.mi.com

& http://api.m.mi.com

@ htips://shopapi.io.mi.com
@ https://ios.bugly.qq.com
@ https://api.m.mi.com

@ htps://tracking. miui.com

Headers ~ Cookies  Text  Hex [LForm
@ https://clients3.google.com

@ htips://restapi.amap.com

@ ntps://ypsupport2 kefu.mi.com
@ https://a-hl.mi.com

@ https://graph.facebook.com
© nttps://api.io.mi.com

om/rn-plugins/20 44_1001592_29_10S_bundle_06a28¢

B fetch_sdk
B fetch_plugin
B fetch_sdk
B fetch_plugin

fetch_plugi
A fetch_plugin : 1001009,

B get_config_info_new 1 1052661,
B fetch_plugin "\
B fetch_sdk ’
B fetch_plugin " d_url h / i1 . g.com/rn-pl
i home e' 2217896,
L

: 1573288025138
I developer
- N 1000598,
message )i e_if 1162485,
service
B mipush
I device nload_url":
8 appgateway 3 t 6622552,
"luni her.v1",
9,

cdn.cnbj1. fd : om/rn-plu 1-29/signed_10050_1000598

4148276899 F

@ htips://business.smartcamera.api.io.mi.com

@ https://api2.mina.mi.com

@ http://192.168.1.105:6095

@ https://t11.baidu.com

@ hitps://dup.baidustatic.com

® nhtps://{12.baidu.com download_url”: "htt cdn. c api g gned_10044_1003671_1_10S_bundle_2af0e851b6 2c0cfoBpdefdsdc. 2ip”,




