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In contrast to Classic Bluetooth, Bluetooth Low Energy (BLE) is designed to provide significantly lower power
consumption. This allows Android apps to communicate with BLE devices that have stricter power requirements, such as
proximity sensors, heart rate monitors, and fithess devices.

o Caution: When a user pairs their device with another device using BLE, the data that's communicated between the two
devices is accessible to all apps on the user's device.

For this reason, if your app captures sensitive data, you should implement app-layer security to protect the privacy of that
data.

XGRS N2 &8 4.3 5| NS BLE RFROFF &SR *:
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6.6 ZEIZEIEME

IRBWNRESLEINEE, RN AN A AR EELT R

1) BANRE: REVBEUNBENRIAT BV ENZ 2 ITEE

2) WSS WwERA RSN BT Ul IR B X Z = 0RETT XA
R, BT BE SIS I SHEPTE.
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ANEFIENX

THRENENERF A MG

1 EERRYEENIZEE Consumer loT Device
TR (FIMESER) B8 (KAXERIRE ), 1ZIERBEE

) Hﬂéﬂéﬁ‘lﬁ“ﬁﬁ IEE B L% ( WIi-Fi. BLE/Mesh. Bluetooth classic.
Z|gbee NFC. RF 8340 ). B4k ( RJ45 ) BXNSENEES, s EBE T
BB N T RS A M@

T 1 BERFYHKMNEESEEERTE WG, XEREDNAKIAENBEERE
PIEX IR 25

T2 BERFYBEMEEEEHBREESENRRWL, [BEREN IR
BRI LIETN /Tl eiE,

2 B PR User
BoAADZHZA

3 XEEZEESH critical security parameter

SZeEXINEER XEEEHEENHEN G MERR
Tz, @UQDJ:‘&%%E{EW\LMEE@ IBERAZRBFINEER, WNE

WEINEEREE,

N
\

NHEZ LS H public security parameter
S5Z2BXPNAHEEERE, HENSRETZESBERNT 2,
T WP E MR ESE Y / STREMERRA.

A2 MEBRI AN FLHA,
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BURZ 23 # sensitive security parameters
LETE

HHXBL 22

M AIER personal data

S5EIRAsANRAIIBEAANE KHEEER

81/ (= B Sensitive information

PREBNHRZEZSHE N NERBIRIR,

&R0 debug interface
SEEEAASEFRTFEREEENYEEZEL, skATXREN

BEUR TS Aa Nhi s, UART, SWD, JTAG,

9

10

N

iB151E 0 logical interface
AR 55 B (5 8oy s 1= W25 _EIB (S AL,

W £23% [ network interface
AT EI NS GBS EYERNINGERN Y IB R,

¥IE# 0 physical interface
PiRus (e =S 0 (WAL, Mz E0), BTF5MER

IR EIBE, 10 WEN . AKX WIR O  USB F &7 QM ATz,
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Z L E# security update
BEANEEANGIREET EHNEZE RBIOTEES,

TR RENTEREFTEESHMARES, WEBHURHENZ
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13 HBE telemetry

RERENHE, dLUREER, FBHHERRIESREERBEX
WA ES . A0 BEEDHKRIRE R HISE RSN E, (F101(]
BB IR B MANUR A

14 £ authentication mechanism
TSR BRI A "SR B U2 B, BRI LLENLES.
B0 AENL S BT LA 1E SRS | 331E _EA e B EYS s a3 R (Y,

15  [AfF Flash

Flash @F@ECHRN—M, BUEENEFRTLUENERNEUE.
FLASH 7E B 7 LUK ¥ SR UE N FEZFE R Flash Memory (=8, BDF
ISP RS INE ", 280 Flash EEPROM Memory,

16 Bootloader

TERNANIRIER S Bootloader RTEIRIERFNIZIT 2 BIBIT,
o] LAt iE g s . 2 AFSERSE, N RFENTIEGR RS
H—PaEREs, ENEZRBERRERFENZESTF ERININER,

17 U-boot

U-Boot E—"MNFEHETHAREREHS|ISNERT, I ES
M ARRERITENRGEY, 615 PPC. ARM. AVR32. MIPS. x86. 68k.
Nios 5 MicroBlaze,

18  Kernel

AN ZEERAVEEMNPEC BRBRE, £ Linux ARG
FRMEFROD ", BRI LAFRD "0 Linux Iz EEE R (s ) o
LUTINERD: FHEEE. CPUNIHESE . XHRS . IxE BB K.
MEBE, URRFEHNBNK (518) . RRFASE.
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19 #ESF{S¥r Beacon

ESF (SR (Beacon) @2 A BEINEEFHINEM ER—F 17
N,

20 HehEREHLIE ASLR

iatpEHLC (ASLR) 2 ﬂl%ﬂjfﬁ/qﬂEmﬁﬁﬁﬁéfﬁﬂiﬁ
X, . HEERFSEHEXDBAIETC, Ti‘ﬂﬂlﬁﬁu%ﬂlk EETJ
WALRIYEE, LI LW EZE EREMN NG RBMAE, A2 I H I dE
FOBRY,

21 ID & Identification Card

£ 25 52 5 F (Identification Card), 2 — M AT 5
)\E@Eﬁ}ﬁ N, BREENRS, TEBE8ESYRSHEMER. £E
HIDMOTOROLA £&Z ID k. ID R5#E—#, #{UUERT "£HS
BmeE, AR <SS, TEARENE, ' 5 2. REr.
PRLAS ID U2 BN TURE -~

22 M1k M1 card

MITRR, 2 SHB TBEFRAaBE8BEmiCHES, £
3 NXP Mifarel 251, EBERIE S50 & S70 mMil<S, SIE -~V
A0,

23 EfET

B JHNEBRCRRNCEZEEESMWAEL L, AT
ERyx A EEER AR SEESSIF RO — M AES S, EMERR:
(ERAPRE, PRESIIENEEXRR.

37



24 (RiET

BN BAEC2ENCEHRUES S, SIS, FIBK
RERNEENT , B DG RATUK, Mﬁﬁ;@ﬂﬂmﬁa@ﬁz%m TharELeR
BAI0, BUWERIN: SAPRE, ARSI TEIFITXR,

25 fjl#2 Routine

PRERE RSN IMEENIIEEOSRSNES . (LUIRIERSR
A9 APl IREBZEFM G .
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API
loT

IP
JTAG
OTA
UART
USB
SSH
MAC
TLS
TCP
UDP
FTP
uiD
DID
SWD
NAND
EMMC
MQTT
TCLK
ASLR
NX Stack
PIE
O0B
XML
AES
DES
RSA
TX

RX
PSK
ADB
JSAPI

TElsE

FIGERIEERTAXE.

N A%mIZREO (Application Programming Interface)
#ELM (Internet of Things)
ML (Internet Protocol)
B &Mt TYEZE (Joint Test Action Group)
*EPTW (Over The Air)
BEREW ALK (Universal Asynchronous Receiver-Transmitter)
@ﬁﬁ%ﬁ%ﬁ% (Universal Serial Bus)
Z eI (Secure Shell)
N BRI =S i (Media Access Control)
LZ2EHENIN (Transport Layer Security)
EEEEI Y (Transmission Control Protocol)
FB P #UEIR MY (User Datagram Protocol)
SHEHTMY (File Transfer Protocol)
BF& (User D)
IR&EMRED (Device ID)
B1T4AI (Serial Wire Debug)
53E101Z248H 88 (Not And)
Embedded Multi Media Card
HEMFNIEN LR (Message Queuing Telemetry Transport)
S{EFROEEEERE (Trust Center Link Key)
ik == 87 BN (ASLR)
e ABI #1717 (No Execute Stack)
(LB IR BRI 47324 (Position Independent Executables)
mAMIE (Out of Band)
B BIRICIES (eXtensible Markup Language)

S INEfrE (Advanced Encryption Standard)
HUEM=4nE (Data Encryption Standard)
—FMEHERNTRINZRE L, IS AN = MR BT LF BT — R
&% (transmit)

W (Receive)

Rt =24 (Pre-Shared Key)

Z i (Android Debug Bridge)

JavaScript i F#mi2#EE0 (JavaScript Application Programming Interface)
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[1] Nordic OTA ffg

https://infocenter.nordicsemi.com/index.jsp?topic=%2Fcom.nordic.infocenter.sdkb5.

v15.3.0%2Fexamples_bootloaderhtml&cp=5_1 4 4

(2] &Rzi8
RNBEABTIREBES MWL, PHLIEERIE.

https://wwlmicrochip.com/downloads/en/Appnotes/Atmel-2600-AVR411-Secure-Rolling-
Code-Algorithm-for-Wireless-Link_Application-Note.pdf

° WREFGZE:
Keeloq: https://blog.csdn.net/kangweijian/article/details/43491047

DST40: https://en.wikipedia.org/wiki/Digital_signature_transponder

Hitag2: https://blog.csdn.net/spenghui/article/details/71930428

(3] =& 435|\BLERBFREN:

https://developerandroid.com/guide/topics/connectivity/bluetooth-le

[4] Zigbee 3.0 EF Install code F:

https://zigbeealliance.org/solution/zigbee/
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